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AyrenTuduxanus

bezonacHocTs nHbOpMau

I'ocynapcTBenHas
nH(pOpMalMOHHAs CUCTEMA

Hoctyn k nHGOpMaIUH
JoctynHocTh

3amura nHGOpMaLuu
OT HECAaHKLIMOHUPOBAHHOTO
J0CTyTIa

3amuuaemas nHpopManus

Nnentuduxarnms

Nudopmannonnas cucrema

HNHdopmannoHHbIe pecypehl

Nudopmarnmonnsie
TEXHOJIOTUU

Nudopmanus

Konrtponupyemas 30Ha

KoupunennmaibHOCTh

O06paboTka nmepcoHaTBHBIX
JaHHBIX

TEPMHUHBI U ONTPEJEJIEHUA

JleficTBUST TIO TPOBEpPKE TMOMJIMHHOCTH CYObEKTa JOCTYyIa
B MH(GOPMALIMOHHON CUCTEME

CocrosiHue  3alIUIIEHHOCTH HMH(GOpPMAIMH, IPH KOTOPOM
oOecriedeHbl €€  KOH(HIEHIUANbHOCTb,  JOCTYIHOCTb
U LIEJIOCTHOCTh

Nudopmanmonnas cuctema, co3zaBaemasi B IEJIIX pealu3alun
MTOJTHOMOYHI rOCyAapCTBEHHBIX OpraHoB
u obecrnieueHuss oOmeHa wuHboOpMaLUEl MeXAy OSTUMHU
OpraHamMu, a TaKXe B WHBIX YCTAHOBJCHHBIX (pelepaabHBIMU
3aKOHAMH LIEJISIX

Bo03M0OKHOCTB MoTydeHust HHOOPMAINH U €€ UCIIOIB30BAHMUS
CoctosHue uHpOpMAIUHU, XapaKTEpU3yeMoe CIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB W HWHPOPMAIMOHHBIX TEXHOJOTHIM
oOecreynBaTh OECHPENATCTBEHHBIM JOCTYyNl K HH(OpMaiuu
CyOBEKTOB, UMEIOIIUX HA 3TO IMOJIHOMOYHS

3amuTta wHGOpMAalMK, HAMpaBiIeHHAas Ha MPEeJIOTBpAIllEHUE
MOJTyYEeHUsT 3aluIiaeMoil WHGOpMAIMH 3aWHTEPECOBAHHBIMHU
CyObEeKTaMU C HapylIeHHEM YCTAHOBJIEHHBIX HOPMAaTHBHBIMH
U TPaBOBBIMU JIOKYMEHTaMH (aKkTaMu) WIHM 00J1agaTessiMu
uHpOpMallUd TpaB WIM TMPABUI pa3TpaHUYCHHUs JOCTyma
K 3alUIIIaeMO HHPOPMAIINH

Nudopmanus, sABIAOMIAACT  MPEIMETOM  COOCTBEHHOCTH
U ToJyiekaniasi 3alluTe B COOTBETCTBHM C TpeOOBaHUSAMU
MIPaBOBBIX JIOKyMEHTOB 170031 TpeOOBaHUSAMH,
YCTaHABIIMBa€MbIMH COOCTBEHHUKOM HH(OpMALINU
[IpucBoeHue cyobekTaM U 00bEKTaM J0CTyNa UACHTU(UKATOPA
u (w1M) CcpaBHEHHE TPEIBSIBISIEMOr0  HIEHTH(UKATOpa
C MepeyHeM MPUCBOSHHBIX UACHTH(PHUKATOPOB

COBOKYITHOCTB cojziepiKalieiicss B 0azax JaHHBIX WH(OOpPMAIUU
u obecrieunBaOIUX  ee  00paboTKy  MH(POPMALMOHHBIX
TEXHOJIOTUI ¥ TEXHUYECKUX CPECTB

OtnenbHbIE TOKYMEHTHI M OTAENIbHBIE MAcCCHBBI JOKYMEHTOB,
JOKYMEHTBl U  MacCHUBBl  JIOKYMEHTOB, COJEp Kalluecs
B MHQOPMALIMOHHBIX ~ cUcTeMax (OmOimoTekax, apxuBax,
dbonmax, 6aHKax JaHHBIX, THHOPMAIITMOHHBIX CHUCTEMaX JPYTUX
BHJIOB)

[Ipomeccr, MeTOnmbI TMOWCKa, cOOpa, XpaHEHHUs, 00pabOTKH,
MPEIOCTABJICHUS, PACTIPOCTPaHEHUsT HH(POPMAIIMH U CIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB U METO/I0B

Cenenus (cooOmenwmsl, JTAHHBIC) HE3aBUCHUMO
0T (hOpMBI HX TPEICTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3/1aHME, YacThb  3/aHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHpYyEeMOe MpeObIBaHUE JIHIL,
HE UMEIOUIMX IOCTOSHHONO WM  pPa3oBOr0  JOIMYCKa,
Y TIOCTOPOHHUX TPAaHCIOPTHBIX CPEICTB

OO0s3aTenbHOE AJIS1 BHIIOTHEHUS JIMIIOM, TTOJYYUBIIMM JIOCTYII
K ompelneneHHON uHbopManuu, TpeOOBaHUWE HE TeperaBaTh
TaKkylo MHQPOpPMAIMIO TPETbUM JMIaM 0e3  coryacus
ee oOazareis

JleiicTBus (omepanuu) ¢ MEPCOHAIBHBIMU JaHHBIMHU, BKIIIOUYAs
cOop, cucTeMaTH3alMI0, HAKOIJICHUE, XpaHEHUE, YTOYHEHHE



Onepatop

[IepcoHasibHBIE TAaHHBIE

Yrpo3a 6e3omacHoCcTH
nHpopmanuu

Ya3BuUMOCTD

IlenocTHOCTH

(oOHOBNICHNE, N3MEHEHUE), UCIIOJIB30BAHUE, PACIPOCTPAHCHUE
(BTOM umcine mnepenady), oOe3nMuMBaHHME, OJOKUPOBAHUE,
YHUUYTOXXECHHUE NTEPCOHANBHBIX JaHHBIX

TpaXIAHUH WO  IOPUIMYECKOE JIMIO, OCYIIECTBIISIONINE
JEATENBHOCTD 0 JKCIUTyaTallud HWH()OPMAIMOHHOW CHCTEMBI,
B TOM 4HCIe MO 00paboTke WHGOpPMAIUH, COJAEpIKAIICHCS
B ee 0a3ax JaHHBIX

JIrobass mHpOpManus, OTHOCALIAACA K IMPSIMO WJIM KOCBEHHO
OIIPEICTICHHOMY WJTH OTIpeieieMOMY (GH3UUECKOMY JIUILY

COBOKYHIHOCTh ~ YCIOBHH M (DaKTOpOB,  CO3JAIOMIMX
MOTEHIHATIbHYIO WIn peanpHO CYIIECTBYIOILYIO
OIIaCHOCTb, CBSI3aHHYIO c yTEUKOH uHpOpMaUN

W/WIIM HECAHKLIMOHUPOBAHHBIMU  W/WJIM  HEeNpeAHaMEPEHHBIMU
BO3JICUCTBHUSIMHU Ha HeEe

HenocraTtok (cmaboctp) IPOrpaMMHOTO
(mIporpaMMHO-TEXHUYECKOT0) CPEACTBA UM MHPOPMAIMOHHOM
CHUCTEMBl B IIE€JIOM, KOTOpBIH (KOTOpas) MOXeT ObITh
UCIIOJIb30BaHA  JJIs  pealu3aluuu  yrpo3  0e30macHOCTH
uH(popManuu

YcrolunBocTh  MHGpOpMalMd K  HECAHKIMOHHUPOBAHHOMY
WIN CIIydaliHOMY BO3JEHCTBHIO Ha Hee B mpolecce 00paboTKu
TEXHUYECKHUMHU CpPEACTBAMH, PE3YIbTaTOM KOTOPOTO MOXKET
OBbITh YHUUTO)XKEHUE U UCKAXKeHUE MH(pOopMauu



T'OCTP
Ilonntuka

I'BIOY Ne 68

®OCB Poccun
OCTIK Poccun

OBO3HAYEHUA U COKPAILIEHUSA

INocynapctBennslil ctanaapt Poccuiickoit @eneparuu

[Monutuka wuHpoOpMaMOHHON Oe30macHOCTH [ ocynapcTBEHHOIrO
OI0PKETHOTO  JIOMIKOJIBHOTO ~ 00pa3oBaTENIbHOTO  YUPEeXKICHUS
netckuii can Ne 68 IIpumopckoro paitona

l'ocynapcTBeHHOE  OIO/DKETHOE — JIOIIKOJIBHOE — 00pa30BaTEbHOE
yupexaenue Ne 68 [Ipumopckoro paiiona Cankr-IlerepOypra
DenepanbHas ciyx6a 6e3onacHocty Poccuiickoit denepanun
®enepanpHas ciryx0a M0 TEXHUYECKOMY M SKCTIOPTHOMY KOHTPOJIO



1 OBHIME NNOJIOXKXEHUSA

Hacrosmas [lonuTrka siBisieTcss JOKYMEHTOM, ONPEEIISIONINM HAlPaBJIECHUS A TENbHOCTH
B obOmactu obecrnieueHuss HWHPOPMAIMOHHON  0€30MacCHOCTH M TNPEACTABISIET  COOOM
CHCTEMaTH3UPOBAHHOE M3JIOKEHHUE IIeNIei 1 3a/1a4 HHPOPMALIMOHHOM 0€30MacHOCTH, KaK OHO WIIH
HECKOJIBKO TPaBWJI, MPOLENYp, MPAKTUYECKUX MPHUEMOB U PYKOBOIAILIUX MPHUHIIUIIOB, KOTOPBIMU
pYKOBOACTBYeTCsl [ ocynmapcTBeHHOE OIOJKETHOE [OIIKOJIBbHOE OO0pa3oBaTENbHOE YUPEKICHHE
nerckuii cag Ne 68 IIpumopckoro paiiona Cankt-IlerepOypra (mamee I'BJIOY Ne 68), a Takxke
OpTraHW3aIMOHHBIX, TEXHOJIOTHUYECKUX U TPOICAYPHBIX acIeKTOB obecreueHus: HHHOPMAIIMOHHON
0€30MacHOCTH.

[Tonmoxxennss  Hactosmiedt  [lomuTUkM  HE  pacmpoCTpaHSIOTCS Ha  OOecredcHHe
uHGOPMAIIMOHHON 0€30MaCHOCTH CBEJICHH, COCTABISIONINX FOCYIapCTBEHHYIO TalHYy.

OcHoBHOH 3amaueii B obnmactu uHpopMmarmonHoit 6ezonacHoctd I'BJJOY Ne 68 mpusHaeT
COBEpILICHCTBOBAHUE MEpP U CpEACTB obecreueHusl 3amuThl HHGOpManuu WHGOPMALMOHHBIX
pECYpcOB B KOHTEKCTE€ pa3BUTHA 3aKoHojarelbcTBa Poccuiickoir @enepauun W HOPM
perynupoBaHus HH(DOPMAIMOHHOM [EATEIbHOCTH B TEKYIIMX YCIOBUSX (DYHKIIMOHUPOBAHUS
MH(OPMALIMOHHOTO MOJIS.

[Tpu pazpabotke [ToMUTHKKM yYUTHIBATUCH OCHOBHBIC MPUHITUIIBI CO3AHUS CUCTEM 3aIUTHI
nHpOpManUK,  XApaKTEPUCTHKA W BO3MOXHOCTH  OPTraHM3allMOHHO-TEXHUYECKHX  Mep
¥ COBPEMEHHBIX MPOTPaAMMHBIX U alllapaTHO-MPOTPAMMHBIX CPEACTB 3aIIUTHI HH()OPMAIIHH.

B pamkax cBoeit nearensHoctu ['BJJOY No 68 00s3yercs mpeanpuHUMaTh BCE BO3MOKHBIC
MepBI AJIs 3a1UThl UHPOPMAIIUU OT yrpo3 0e30MmacHOCTH HHPOPMAIIUH.

TpeboBanusi HMHPOPMAIMOHHON O€30MACHOCTH, COOTBETCTBYIOT LIETSIM JICSTEIBHOCTH
I'BAOY Ne 68 u mnpegHa3HAueHbl [Jisi CHUKEHUS PHUCKOB, CBA3aHHBIX C pead3aluedl yrpos
0e30macHOCTH UH(OPMALIHH.

[Tonutuka poctynHa BceM pabotHukam ['BJIOY  nerckoro cama Ne 68 u Bcem
TI0JIb30BATENSIM €TI0 PECYPCOB.

2 1EJHA U 3AJJAYM OBECHEYEHUS HH®OPMAIIMOHHOM BE3ONACHOCTH

Cy0beKThl HHPOPMALMOHHBbIN OTHOLIEHUH

Cybbekramu mipu obecrieueHnu nHpopmarronHoi 6ezonacHocty B ['BJIOY Ne68 sBnsroTcs:

pabOTHUKHU (B TOM UYHUCIJIE€ YBOJICHHBIE);

rpaxzane, paboTaromye mo J0roBopaM rpax1aHcKO-IIPaBOBOrO XapakTepa;

dbuznyeckue U, NPEICTaBUTENM KOHTPAareHTOB B paMKaX MCIOJIHEHHUS JOTOBOPHBIX
00513aTENIBCTB,

buszndeckue nuia, nojaasmue oopamienue B aapec 'OV Ne 68;

IOPUIMYECKHE JIMIA, B PAMKaX HCIIOJIHEHHs JIOTOBOPHBIX 003aTeIbCTB WM BO MCIIOJIHEHUH
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit denepanyn;

OpraHbl rOCYIapCTBEHHOMN BIIACTH.

O0bexkTbl HHPOPMAIMOHHBIX OTHOIIICHUM

O6bextamu HH(POPMAITMOHHBIX OTHOIICHUMN SBIISIOTCA:

nHdopmarnmonHsie pecypebl ' BJIOY Ne68§;

roCyJapCTBEHHbIE ~ WMH(POPMALMOHHbIE  cUCTeMbl  OmepaTopoM  KOTOPBIX  SIBJSIETCS
I'BAOY Ne68;

nporecchl 00pabotku wuHpOpMarmu B uHGopMammoHHBIX cucreMax ['BJIOY  Ne68§,
UHGOPMAIIMOHHBIE TEXHOJOTHUHU, pEerJIaMeHThl W Tpoueaypbl cbopa, 00pabOTKH, XpaHEHUS
¥ repeay HHPOpMaIny;

uHbOpMalMOHHAsT HMH(PACTPYKTypa, BKJIIOYAIOMIasi CHCTEMBI 00pabOTKH, XpaHEHUS
¥ aHanMu3a uHPOpMAIMH, TPOTPAMMHBIE U MPOTPaMMHO-AIIAPATHBIE CPECTBA, B TOM YHCIIEC KaHAIIBI
CBSI3HM U TETICKOMMYHUKAIINU;

CUCTEMBI M CPEJCTBA 3aLIUTHl HH(YOPMALIMU, OOBEKTHI M MOMEIIEHNUS, B KOTOPBIX pPa3MEIIECHbI
cpeacTBa 00paboTKH HHPOPMAIIHH.

Hean obecneyennsi UHPOPMALMOHHOMH 0€30ACHOCTH



OcHoBHO¥ 11eNBbI0 OOecmieueHnss nHpopManronHoi 6e3onacHocTy ['BJIOY Ne 68 sBnsroTcs
JeCTBUSL HANpaBJICHBl Ha JIOCTHKCHHE 3alIUThl CYOBEKTOB HH()POPMAIMOHHBIX OTHOIICHHHA OT
BO3MOXKHOTO HAHECEHHUS MM MaTepUalbHOTO, (U3MYECKOTO, MOPAJIBHOTO WJIM HHOTO yuiepoa,
MOCPEICTBOM  CIy4alHOTO  WJIM  TNPEAHAMEPEHHOro  BO3JEHCTBHA  Ha  MH(pOpMaNHIo,
B TOM YHCJIE:

obecrnieueHHs OTKa30yCTOWYUBOTO (yHKIMOHUPOBAHUS IIPOrpPaMMHBIX
u annapaTtHo-niporpaMMubIX cpeactB ' BJIOY Ne 68 u npemocTaBisieMbIX CEpBUCOB;

COOMIIOJIEHUs] TMPABOBOTO pPEKUMa HUCIOJIb30BAHUS MACCUBOB U CpPeACTB 00pabOTKH
nH(pOpMaIInK;

OpPEOTBPALLCHU pealu3alud Yrpo3 0e30macHOCTH HHGOpMAIMU TNPU  OCYIIECTBICHUU
nestenbHocTH ['BJJOY Ne 68.

3agaun odecneyeHus1 MH(PpOPMaMOHHOM 0€30aACHOCTH

JocTmwkenue neneit odecrneueHus: HHGOpMaIMOHHON 0€30MacHOCTH U CBOIMCTB MH(OpMaLny,
I'BAOY Ne 68 pemaercs clneayOmUMH 3a/1a4aMu:

3aIUThl OT HECAHKIIMOHUPOBAHHOTO JJOCTYIA K UH(POPMAILIMOHHBIM pecypcam;

pasrpaHMuYCHHs JOCTYyIa MOJIb30BaTeNlel K MH()OPMAIMOHHBIM, allapaTHBIM, MPOTrPaMMHBIM
Y UHBIM pecypcaw,

pPEerucCTpaliii ¥ TEPHOJUYECKOr0 KOHTPOJIA JEHCTBHM ToJb3oBaTesneld mpu o0paboTke
3ammuInaeMor nHopMaIy U EPUOIUIECKU KOHTPOJIh KOPPEKTHOCTH UX JICHCTBUI;

KOHTpOJIS LIEJIOCTHOCTH CpEAbl MCIOJHEHMsI NPOrpaMM M €€ BOCCTAaHOBJIEHHUE B Cilydae
HapyLIeHMUS,

oOecrieyeHusl ayTeHTU(DUKAIMM W UACHTHU(QHUKAIUMU  TOJb30BAaTENeH, Yy4acTBYIOIIMX
B MH(OpMaImoHHOM 0OMeHe;

obecrieyeHus WCIIPAaBHOCTHU MIPUMEHSAEMBIX B nHGOPMAIIMOHHBIX CHUCTEMax
I'BIOY Ne 68 cpencts 3amuThl HHGOPMAIINN;

CBOCBPEMEHHOTO BBISIBJICHHE KMCTOYHHMKOB YIrpo3 0Oe3omacHOCTH UWHGOpMAlUU, MNPUYHH
U YCIOBHM, CIOCOOCTBYIOIIMX  HAHECEHMIO  ylIepbda  3aMHTEPECOBAHHBIM  CYOBEKTaM
MH(OPMALIMOHHBIX OTHOIICHHIA;

CO3/IaHUEM CITY’)KObI MOHHTOPWHTA M pPEarupoBaHHs Ha yrpo3bl 0€30MacHOCTH MH(pOpMauu
Y HETraTUBHBIE MOCIECTBUSA;

CO3/IaHUEM YCIIOBHH JUIsI MUHUMHU3AIIMH HAHOCUMOTO yIepOa HEMpaBOMEPHBIMH JICHCTBUIMH,
Y YCTPaHCHHE MMOCEACTBUN HapylieHus: nHpopManronHoi 6e3onacHocT B ' BJIOY Ne 68.

Pemenue BoimenepeuricienHslx 3aaa4 B 'BJIOY Ne 68 ocymiecTisieTcst OCpeICTBOM:

yueTa BCeX MOJIekalluX 3aluTe THPOPMAITMOHHBIX PECYPCOB;

KYPHAJIMPOBAHUS IEHCTBHIA MEPCOHAA, OCYLIECTBISIONIET0 00CTYKUBaHUE U MOJIU(UKAITUIO
MPOrpaMMHBIX U IPOrPaMMHO-AMMAPATHBIX CPEICTB HHPOPMAIIMOHHBIX CUCTEM;

perjaMeHTaluu mporeccoB o0paboTku uHpopmanuu, neicteuil padotaukoB I'B/IOY Ne 68,
OCYIIECTBIISIONIUX SKCILTyaTallMI0 MPOTrpaMMHBIX M MPOTrpaMMHO-aNMapaTHBIX CPEJICTB, HA OCHOBE
YTBEP>KJCHHBIX OPTaHU3aMOHHO-PACHIOPSAUTEIBHBIX TOKYMEHTOB IO 3aluTe HH(pOpMaLuy,

Ha3HA4Y€HUS U MOATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 33 OPraHU3AIIMIO0 U OCYIIECTBIECHUE
MEepONpHITHI 10 oOecniedeHuto nHpopmaronHoi 6e3onacHoct B 'BIOY Ne 68;

HAJICJICHUsI KaXJoro pabOTHMKAa MHUHUMAIbHO HEOOXOAMMBIMH TIpaBaMu Tpu pabote
B MH(OPMALIMOHHON HHPPACTPYKTYPE COIIACHO UX JOHKHOCTHBIM 0053aHHOCTSIM;

COOJTIONIEHHS] BCEMH PaOOTHUKAMH, SKCILTYaTHPYIOIUMH U 00CITY)KUBAIOLIMMHU TPOTPAMMHBIE
U NOporpaMMHO-anmapaTHble  CpeAcTBa, TpeOOBaHMI  OpPraHU3AUOHHO-PACIIOPSAIUTEIIBHBIX
JIOKYMEHTOB I10 BoIpocaM o0ecrieueHus: HH(OpMaIIMOHHOM 6€3011aCHOCTH;

NEPCOHAIBHON OTBETCTBEHHOCTBIO Ka)J0ro pabOTHUKA 3a CBOM JEHCTBUS, YYaCTBYIOIIETO
B paMKaX CBOMX (pYHKIMOHAJBHBIX OO0S3aHHOCTEH B IMpoOIleccax aBTOMATHU3UPOBaHHON 00pabOTKH
nH(pOpPMaIIUK U UMEIOIIETO JTOCTYM K pecypcaM HHPOPMAIMOHHBIX CUCTEM;

peanuzanyell TeXHOJOTHYECKUX MPOIECcCOB 00pabOTKM HHGPOpPMAIUU C HCHOJIB30BAHUEM
KOMIUIEKCOB ~ OPTaHM3allMOHHO-TEXHUYECKHX MEp 3allUThl MPOrpaMMHOTO  OOecredyeHus,
MIpOrpaMMHO-aNnapaTHbIX CPE/ICTB,;

OPUHATHS Mep TO o0ecrneyeHn0 (U3NYECKON IIeTOCTHOCTH MNPOTrpPaMMHO-aNIapaTHBIX



CpeACcTB HMH(POPMALMOHHBIX CUCTEM M MOAJIEpPKaHHMEM HEOO0XOIMMOrOo YPOBHS 3allUIIEHHOCTH
KOMIIOHEHTOB;

UCIIOJIb30BaHUSl MIPOrPaMMHBIX M IIPOrPaMMHO-ANIAPATHBIX CPEJCTB 3aIUUThl MH(OpPMAIUU
obpabateiBaeMoM B 'BJIOY Ne 68 u aAMUHUCTPATUBHOM MOAIEPKKOM UX HUCIIOIB30BAHUS,

KOHTPOJSI ~ COOJIONEHUS  TOJIb30BATENSIMH ~ WH(POPMAIIMOHHBIX ~ CHCTEM  TpeOOoBaHHIA
1o obecreyeHno HHPOPMAITHOHHO 0€30MaCHOCTH;

npoBe/IeHus aHanu3a 3(p(PEeKTUBHOCTH MPHUHATHIX MEp 3aIIUTHI MHOOPMAIMH ¥ IPUMEHSIEMBIX
cpeacts 3anuThl uHGopmanuu B 'OV Ne 68;

pa3paboTKW ¥ pealu3aludl MpeJIoKEHUH 10 COBEPIICHCTBOBAHMIO CHUCTEM 3alHUTHI
nnpopmanuu B 'BJIOY Ne 68.

3 TMPUHIMUIBI OBECIEYEHUSA UHOOPMAIIMOHHOM BE3OIMACHOCTH

O6ecrnieuenne MHPOPMAIITMOHHOW 0€30MACHOCTH, TOJKHO OCYIIECTBISITHCSA B COOTBETCTBHH
CO CJIEAYIOIIMMHU OCHOBHBIMU MIPUHIIUIIAMHU:

[ puHOHMI 3aKOHHOCTH

[Tpu BBIOOpE MeponpHATHI MO 3amMTe UHPOPMAIMU, JOJDKHO COONIONAThCS JEUCTBYIOIIEE
3aKoHOIaTeNbCcTBO Poccuiickoit deneparmu B chepe 3amuThl HHPOPMAIIHH.

Bce paGoTHUKHM JTOMKHBI MMETh MPEICTaBICHUE 00 OTBETCTBEHHOCTH 32 MPAaBOHAPYLICHHUS
B cepe 3ammuThl nHGopmanuu. [Iporpammuo-anmaparaeie cpeacTa, npumensieMmbie B [ BIOY Ne
68, TOIKHBI IMETh COOTBETCTBYIOIINE JIUIECH3UH, OQUIIHATIEHO PUOOPETAThCs Y MpEaCTaBUTEICH
Pa3pabOTUYUKOB ITHX CPEACTB WM SBISITHCS HHTEIUICKTYaabHOM coO0cTBeHHOCThIO [ BJIOY Ne 68.

IIpuHIMN CHCTEMHOCTH

[Tpu cozmanuym CUCTEMBI 3alUTHI JOJDKHBI YUUTHIBATHCSA aKTyalbHbIE YTpo3bl 0€30MacHOCTH
uHpOpMaIUY, BO3MOXHbBIE OOBEKTHl M HANpaBICHHUA aTak Ha HEEe CO CTOPOHBI HAPYIIHUTENECH.
Cucrema 3alIUTHl JIOJDKHA CTPOUTHCA C YYETOM HE TOJIBKO HW3BECTHBIX KaHAJIOB YTEUYKU
uHpOpMAIMK, HO ¥ C YYETOM BO3MOXKHOCTH MOSIBICHHUS HOBBIX YA3BHMOCTEH B NPOrpPaMMHOM
o0ecreyeHHH.

I puHIHMI KOMILTIEKCHOCTH

KomruiekcHoe ucnoiip30BaHue CPEACTB 3aIIUThl MH(DOPMALIMK MIPEAINOoaracT CorjiacoOBaHHOE
MPUMEHEHHE TPH TOCTPOCHUHN LIETOCTHOM CUCTEMBI 3aIUTHI, IEPEKPHIBAIOLICH BCE CYIIECTBEHHBIE
yrpo3sl Oe3onacHocTd MH(OpMaluu. 3ammra J0JKHA CTPOUTHCS SlieoHupoBaHo. Dusnueckas
3alUTa JOJDKHA 00eCTIeYnBaThCS (PH3MUECKUMH CPEICTBAMU U OPraHU3AHOHHBIMH MEPAMHU.

[Tpu mocTpoeHun, BHEAPEHUHU U IKCIUTyaTallud CUCTEMBbI 3aIllUThl HHPOPMAIIMH PYKOBOICTBO
I'BIOY Ne 68 obGecrneunBaer ycnoBusi it 3()(PEKTUBHOW KOOPIWHAIUU ACHCTBUN BCEX JIHII,
oOecreynBaronx HHHOPMALMOHHYIO O€30MaCHOCTb.

I[IpuHIMD cCBOEBPEMEHHOCTH

Pa3paboTka cuctemsbl 3amIUThl HHPOPMAIMK JOJKHA BECTUCH Mapajie]bHO C pa3pabdOoTKOM
¥ HUHOOPMAIIMOHHONW  CHCTEMBL. OJTO  TIO3BOJIMT  y4ecTb TpeOoBaHUS  0€30MacHOCTH
OpU TPOEKTUPOBAHUU APXUTEKTYpPhl M, B KOHEUHOM cYeTe, co3aarh Oojee 3¢ (heKTUBHbIE
MH(OPMALIMOHHBIE CUCTEMBI, 00JIaJIaI0IINE TOCTATOYHBIM YPOBHEM 3aLTUIIEHHOCTH.

IpuHIun npeeMCcTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHME MEP W CPEACTB 3allUThl WHGPOpPMAIMM HA OCHOBE
IPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHX peIIeHUH, KaJpoBOr0 COCTaBa, aHaIU3a
(GyHKIMOHUPOBAaHUST MH()OPMAIMOHHBIX CHUCTEM W CHUCTEMBI €€ 3allUThl C YYeTOM H3MEHEHUH
B MeToJax M CpeAcTBaXx IepexBara WHPOpPMalMM, HOPMATHUBHBIX TpeOOBAaHUN MO 3aIIUTe
MH(pOpPMALINH.

IpuHIMn 10cTaTOYHOCTH

CootBeTcTBHE YPOBHS 3aTpar Ha obecrieueHne MHMOPMaIMOHHON 0€30MMacHOCTH U LIEHHOCTH
MH(GOPMAIIMOHHBIX PECypcOB Ha BEJIMYMHY BO3MOXKHOTO ymepda OT UX pasrjalleHus,
YHUYTOXXEHUSI M UCKaKeHUs. VIcronp3yeMble Mephl U CPeICTBa 3alIUThl HHPOPMALIUU HE JTOJDKHBI
yXYIIIaTh 3pTOHOMUYECKHE TIOKa3aTeIl KOMIIOHEHTOB MH()OPMAITMOHHBIX CUCTEM.

I[IpuHOHMN 0OTBETCTBEHHOCTH



Bo3znoxxeHue 0TBETCTBEHHOCTH 3a o0ecrneueHue 6e30nacHOCTH HHGOpMalnu U ee 00padoTKu
Ha KaXJI0ro paboOTHHKA B Mpeleiax ero IMOJHOMOYMA. B COOTBETCTBMH C ITHM MPHHIIUIIOM
pacmpesienieHne mpaB U OOS3aHHOCTEH PaOOTHHKOB CTPOMUTCS TaKUM OOpa3oM, YTOOBI B ciydae
1r000T0 HapyIIeHUs ObUT U3BECTEH HAPYLIUTEb.

IpuHUMIT 000CHOBAHHOCTH U TEXHHUYECKOW peain3yeMoCTH

HNudopMannoHHbIe TEXHOJIOTHH, IPOTPAMMHBIE W TIPOTPaMMHO-AIIAPATHRIE CPEICTBA, MEPBI
3amuThl UTHPOPMAIUU JOJKHBI OBITh peajr30BaHbl MO COBPEMEHHBIM pPEIICHUSM, 00OCHOBAHBI
C TOYKH 3PEHHUsS JOCTIKEHHS 33JaHHOTO YPOBHSI 3aIIUIICHHOCTH WH(POPMAIUH ¥ 3KOHOMHYECKOU
1eJIecCO00pa3HOCTH, a TaKKe COOTBETCTBOBATh YCTAaHOBJICHHBIM HOpMam U TpeOOBaHUAM
1o 6e301acHOCTH UHPOPMALUH.

IIpuraun npodeccnonaTnzmMa

Peanmuzanuss mep 3ammuThl MHPOPMAIUU W IKCIUTyaTalds CPEACTB 3allUThl HH(DOpMAIH
JIOJI’KHA OCYIIECTBIISATHCS MPO(HeCCHOHAIBHBIMU CIIEIIMATUCTAMH.

[IpuBieueHne criennaNu3uPOBaHHBIX OPTAaHU3AIMHA K pa3padOTKe CPEACTB U PeaTn3aluu Mep
3amuThl UHQOPMAIMH, MOATOTOBICHHBIX K KOHKPETHOMY BHAY ACSATEIBHOCTH MO 0OECTeUeHUI0
0€30MacHOCTH WH(POPMAIMOHHBIX PECYpPCOB, UMCIOIIMX OTBIT MPAKTHYCCKONW pabOThl U JIMIICH3UH
Ha MPaBO OKa3aHUs YCIYT B 3TOM 00JIacTH.

IpuHIUN MUHAMHA3AIUH TPUBUIIETHIT MOIb30BaTENel

ObecnieueHue Moibp30BaTeNe MPUBUICTUIMU MUHUMAIBHO JOCTATOYHBIMU JIJISI BHITTOJTHEHUS
MMM CBOUX JOJDKHOCTHBIX 00si3anHOCTEel B 'BJIOY Ne 68.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIUTE UH®OPMALINU
OT'PAHUYEHHOTI'O JOCTYIIA

Cucrtema 3ammthl MHGOPMAIMKM JOJDKHA MPEAyCMAaTpUBAaTh KOMIUIEKC OPraHU3allMOHHbIX,
MPOrpaMMHBIX M MPOrpaMMHO-ANIapaTHBIX CPEACTB U Mep MO 3aluTe WHGOpMaluu B IMpolecce
ee 00paboTKH.

Beinonnenue TpeboBaHUN JOCTUTAETCS 3a CUET pealn3allud Ha 00beKTax MH(pOopMaTHU3aLuu
Mep IO 3alUTe UHPOPMALIUU:

UACHTU(PUKAIMHN U ayTeHTU(UKALUU CYOBEKTOB 0CTYIA U 00BEKTOB JIOCTYIIA;

YIPaBJIEHUIO IOCTYIIOM CYOBEKTOB JJOCTYIA K 00BEKTaM JOCTYIIa;

OTpaHUYEHUIO TPOrPAMMHOM CpeIbl;

3alUTE MAIIMHHBIX HOCUTENEH IEPCOHAIBHBIX JaHHbIX;

PETUCTPAIMH COOBITUI 0€30MMaCHOCTH;

AQHTUBHUPYCHOU 3alLNTE;

00HApY>XCHHUIO BTOP>KCHHUI;

KOHTPOJIIO (QHAJIKM3Y) 3aLIUILEHHOCTH NEPCOHATIBHBIX JAHHBIX;

00€eCreyeHHIO 1IeTOCTHOCTH HH(OPMALIMOHHON CUCTEMBI M IEPCOHATIBHBIX JTaHHBIX;

00€eCIeYeHNIO TIOCTYITHOCTHU NEPCOHANIBHBIX JAHHBIX;

3aIUATHI CPEJIbl BUPTYaIU3allNY;

3aIUThl TEXHUYECKUX CPEICTB;

3a1uThl UHHOPMALIMOHHOMN CHCTEMBI, €€ CPEJICTB, CUCTEM CBA3H U Mepe/layl JaHHBIX;

BBISIBJICHUIO MHIIUJICHTOB U PEarupoBaHue Ha HUX;

yhOpaBieHUIO KOHpuUrypauuei HHOOPMAIMOHHOW CHUCTEMBl W CHUCTEMbl  3aIUTHI
NEPCOHAIBHBIX JaHHbIX.

I'BAOY Ne 68, xkak oOnamatenp WHGOPMAIIMM OTPAHUYEHHOTO JOCTyIa, MpHU
OCYILIECTBICHHH CBOUX IPaB 0053aHO:

coOmroaaTh rpaBa 1 3aKOHHbIE MHTEPECHI MHBIX JIUIL;

NPUHUMATh HEOOXOIUMBIE MEPHI IO 3aIUTE HHPOPMALINH;

OTpaHHuYMBaTh JOCTyn K HHOpMammu, eciaud Takas O0OS3aHHOCTh YCTaHOBJICHA
3aKoHoarenbCcTBOM Poccuiickoit denepanyu.

B Tom umncne I'BJIOY Ne 68, BmpaBe eciu MHOE HE MPEAYCMOTPEHO 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanuu:



paspelaTh Wik OrpaHUYMBATh JOCTYI K MH(GOPMALUHU, OTIPEEIATh NOPSAAO0K U YCIOBHSI TAKOTO
JIOCTYTIA;

UCIOJIb30BaTh MH(OPMAIMIO, B TOM YHUCJIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHMIO;

nepefaBatb MHGOPMAIMIO JAPYIMM JIMIIAM Ha YCTAHOBJIECHHOM 3aKOHOJATEIIbCTBOM
Poccuiickoit denepanuy OCHOBaHUU,

3alUIIATh YCTAaHOBJICHHBIMH 3aKOHOJATENbCTBOM Poccuiickoit deaeparun criocodamMu cBOU
IIpaBa B CiIydyae HE3aKOHHOI'O IOJy4eHHUs HH(OpMAlMM WIM €€ HE3aKOHHOI'O MCIOJIb30BAHUS
VHBIMU JIMLIAMU;

OCYILECTBIISATh MHBIE JEHCTBHS € HMH(pOpManUed Wi pa3pelaTh OCYIIECTBIECHHUE TaKUX
NeHCTBUH, €clu OJTW JCeWCTBUS HE NpoTHBOpedar (QenepaiabHBIM 3aKOHAM W JPYTUM
HOpPMAaTHUBHO-IIPaBOBBIM akTaM Poccuiickoit deneparui.

3ammra  WHQOpPMAUWU  OTPAHMYCHHOTO  JIOCTyIa MPEJCTaBIseT CcOo00M  IpUHSATHE
OpPraHU3alMOHHBIX U TEXHUUECKUX MEp, HAIIPaBJICHHBIX Ha:

cobmrofeHre KOHQUACHIMATLHOCTH UHPOpMAIK (MCKIIOYCHHE HEIPAaBOMEPHOTO JIOCTYIIA,
KOIIMPOBAHUS, IPEIOCTABICHUS WM PACIpOCTpaHEeHUs HH()OpMaIUK);

o0ecrieyeHne eI0CTHOCTH HHPOpMaluy (UCKIIIOUEHHE HETIPAaBOMEPHOTO YHUYTOXKEHUS
WIA MOIUGHUIMPOBAaHUS MH(DOPMALIUN);

peanu3anuio npasa Ha JOCTYI K HHPOpMaLK (MCKIIF0OUEHUE HEIPAaBOMEPHOT0 OJIOKMPOBAHUS
UHpOpPMALINN).

CpeactBa 3auuThl HH(QOPMALIUK BHEAPSIOTCA MO pe3ysibTaTaM MPOBEJIEHUS OLEHKU PUCKOB
nHGOPMAIIMOHHOM 6€30MacHOCTH.

Opranuzanus 3amuThl HHGOpManuu

[lpu opranmzamuu B I'BJIOY Ne 68 3ammurel uH(bOpMaIMM, AOJDKHBI BBITOIHATHCS
tpeboBanusi ®DenmepanpHOoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wunHpOp™Manuy,
MH(POPMAIIMOHHBIX TEXHOJOTHAX M O 3aluTe MH()OpMaluN», KOTOPbIE PEryJupyloT OTHOLICHUS,
CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHEM M MPEKPALICHUEM pekuMa 00padOTKU 3amuiaeMoi HHQOpMAaIiH.
B Tom umcne tpebGoBaHMs 0 3ammTe MHPOPMAIMK, HE COCTABISIONIEH TOCYyJapCTBEHHYIO TailHY,
cojepxalieiics B TOCYIapCTBEHHBIX HWH()POPMALMOHHBIX CHCTEMaxX YTBEP)KICHHbIE MPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepkaeHHH TpeOOBaHUN O 3amMTe WH(OPMALNH,
HE  COCTaBJSIIOIIEM  TOCYHapCTBEHHYK  TaliHy, COJEpJKalledcs B TOCYAapCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEMAaxX» JUIsl TOCYAapCTBEHHBIX HWH(OPMAIIMOHHBIX CHUCTEM IO KOTOPBHIM
I'BAOY Ne 68 sBasiercss OnepaTopom.

BTBJIOY Ne 68 mnomumo peanu3alii OCHOBHBIX MeEp 3allUThl  HHGPOpPMAITUH
OCYIIIECTBIISETCS:

peryiasipHasi OLEHKa M  yIOpaBlI€HHE pPUCKaMU  HMH(OPMAILMOHHOM  0€3011acHOCTH
B COOTBETCTBHUH C YCTAHOBJICHHBIMHU MPOIIEypaMH B 00J1aCTH YIPABICHHUS PUCKAMU;

nH()OPMUPOBAHHE, oOydeHue " MTOBBIIICHHE KBaTH(UKATIII pabOTHUKOB
I'BAOY Ne 68 B chepe nHpopMaIimoHHO# 0€30MacHOCTH;

METOAMYECKass TIOMOIIb pabOTHHMKaM B BoOMpocax o0ecredeHus HWHPOPMAIMOHHON
0e30MacHOCTH;

aHaJIU3 ¥ MOMCK BO3MOXKHOCTEH 110 MOBBILICHUIO YPOBHS 3alMIIEHHOCTH HHPOPMALIUH.

Hns opranmzanmu 3amuthl uHGopMmarmu, I'B/IOY Ne 68 BmpaBe MpuUMEHSTH CpeACTBa M
METO/Ibl TEeXHUYECKOHN 3allUThl, MPEANPUHUMATh APYrue, He MPOTUBOPEUAIINEe 3aKOHOJATEIbCTBY
Poccuiickoit ®enepanuu, MEPHI.

B pamkax obecrnieueHus 3auThl HHGOPMAIMH, B pAMKaX TPYJOBbIX OTHOILEHUH HEOOXOIUMO
03HAKOMUTb TOJ] POCIIHCHh pAaOOTHHUKOB, JOCTYI KOTOPBIX K MH(OPMAIMN OTPaHUYEHHOTO JIOCTYIIA,
HEOOXOAMM ISl BBITIOJHEHUS! UIMU CBOUX JOJKHOCTHBIX 00S3aHHOCTEH, ¢ mepeuHeM HHpopMaluu
OrpaHHuYEHHOro foctyna, u npuHATbIMU B ' B/IOY Ne 68 mepamu 3amuTsl HHGOpMaLuy.

Oc00eHHOCTH 3aIUTHI NEPCOHATBHBIX JAHHBIX

[lpu opramm3ammu ob6pabotku B I'BJIOY Ne 68 mnepcoHandbHBIX MaHHBIX HEOOXOAUMO
PYKOBOJACTBOBaThCA TpeboBanusmMu DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-03
«O TIepCcOHANBHBIX JaHHBIXY.



[lepedennr Mep, BbImoIHEHHE KOTOphIX obecneunBaeT ['BJIOY Ne 68 B kauecTBe omepatopa
NEPCOHAIBHBIX JaHHBIX, JOJKEH BKJIFOYATH!

HazHaueHre B ['BJIOY Ne 68 oTBETCTBEHHOro 3a OpraHm3anyio 00PaOOTKH MEPCOHATBHBIX
JTAHHBIX;

pa3paboTKy JOKYMEHTOB, OIpEEeIIOIUX paBuiia B OTHOILEHUH 00pabOTKH MEePCOHAIBHBIX
nanabiX B TBJIOY Ne 68, moKambHBIX aKTOB 110 BOIIpocaMm 00pabOTKH MepCOHATbHBIX JaHHBIX,

NPUMEHEHHE OPraHM3ALMOHHBIX M TEXHUYECKUX Mep MO0 o00ecrneuyeHuro O0e30IacHOCTH
MEPCOHATBHBIX JAHHBIX B COOTBETCTBUU cO cTatheil 19 denepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHalbHBIX IaHHBIXY,

BBIINIOJIHEHHE TPEOOBAHUM 110 COCTABY U COJIEP>KAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp
1o obecrevyeHuto 6e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPU UX 00paboTke B MH(POPMAIlMOHHBIX
cUCcTeMax MepCOHATBHBIX MJaHHBIX yTBepkaAEHHBIX [Iprkazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpXKIEHUM COCTaBa M COJCPXKAHUSA OPraHU3aLMOHHBIX M TEXHUYECKHMX Mep [0
obecrieueHHI0 0€30MaCHOCTH TMEPCOHAIBHBIX NaHHBIX MPH HX 00paboTKe B WH(POPMAIMOHHBIX
cucTeMax MepCOHAIbHBIX JAHHBIXY,

OLICHKY BpeJa, KOTOPBIH MOMET OBITh NPUYMHEH CYOBEKTaM IEpPCOHAIBHBIX JTAHHBIX
B ciaydyae HapyumeHus PenepanmbHoro 3akoHa Ne 152-dD3, cooTHOLIEHHME YKa3aHHOIO Bpejaa
U MPUHUMAEMBIX ONEPAaTOPOM Mep, HAIpaBJIEHHBIX HAa O0ECIEUYEHHE BBIIOJHEHUS 00S3aHHOCTEH,
npenaycMoTpeHHbIX PeepanbHbIM 3ak0HOM Ne 152-D3;

o3HakomsieHne paboTHukoB ['BJIOY Ne 68, HEmocpeICTBEHHO OCYIIECTBIIAIOMINX 00pabOTKY
NEPCOHANBHBIX  JIAaHHBIX, C IMOJIOKEHUSIMU 3aKoHojarenabcTBa  Poccmiickoit  denepanuu
O TEPCOHAIbHBIX JAaHHBIX, B TOM YHcI€ TpPeOOBAaHUSAMHU K 3alUTE MNEPCOHAIBHBIX JIaHHBIX,
JOKyMeHTamH, onpenenstonumMu  TpedoBanuss [BJJOY Ne 68 B orTHomeHuun oOpabOTKU
MEePCOHAIBHBIX JAHHBIX U 00y4YeHHE, IPU HEOOXOIUMOCTH, YKa3aHHBIX Pa0OTHUKOB.

ObecrnieueHne 6€30MacHOCTH NMEPCOHANBHBIX JJAHHBIX JOCTUTaeTCsl, B YaCTHOCTH:

ONpeJieIeHueM  yrpo3 W HapylmuTene  0e30MacHOCTH  MEpPCOHANBHBIX  JIaHHBIX
pu ux 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JJaHHBIX;

ONpEJIeICHUEM  YPOBHSI  3alUIIEHHOCTH TEpPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ tpeboBanusimu [loctanoBnenus IIpasurenscrBa Poccuiickoit @eneparyu ot 01.11.2012 Ne 1119
«O06 yTBepxkIeHUH TpeOOBaHMI K 3allMTe IEePCOHAJbHBIX MJAaHHBIX MpU HUX 0o0paboTke
B UH(QOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX TAHHBIX Y,

NPUMEHEHUEM MPOIIEIINX B YCTAHOBICHHOM MOPAJIKE MPOLEAYPY OLEHKH COOTBETCTBUS
CPEeJCTB 3alIUThI HH()OpMAIUH;

OLIEHKOM 3(p(PEeKTUBHOCTH MPUHUMAEMBIX MEp IO 3aIIUTE NEPCOHANBHBIX JAHHBIX 10 BBOJAA
B AKCIUTyaTaIMIo0 HH(OPMAIIHOHHON CUCTEMBI IIEPCOHAIBHBIX TaHHBIX;

BOCCTAQHOBJICHHEM IEPCOHAIBHBIX JAHHBIX, BCICACTBUE NOTYYEHUS HECAHKIIMOHMPOBAHHOIO
J0CTyNa K HAM;

YCTQHOBJICHMEM MpaBWJI  JOCTyNa K HEPCOHAJIbHBIM  JaHHBIM, 00pabaTbiBa€MbIM
B HMH(POPMAIIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIEeUCHHEM pPETHUCTpaIUU
U y4eTa BCeX JEeHCTBHI, COBEPIIAEMBIX ¢ IEPCOHAIBHBIMY JaHHBIMU B HH(GOPMAIIMOHHBIX CHCTEMax
NIePCOHAJBHBIX JIAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMbIMU MEpPaMH 110 3aIIUTE MEPCOHAIBHBIX JAaHHBIX U ONPEIETICHHOTO
YPOBHS 3aIMIIEHHOCTH WH(POPMALMOHHBIX CHCTEMax II€PCOHAIBHBIX JaHHBIX B IIpolecce
ee dKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHH K NPOIECCAM OBECHHEYEHUWA
NHOOPMAIIMOHHOMU BE3OITACHOCTH

MeTtomudeckoe pyKOBOJICTBO, pa3paboTKy pelIeHUi 1o 3amuTe HHPOPMAIUU, COTTIaCOBAHNE
BBIOOpA CPEJICTB BBIYUCIUTEILHON TEXHUKH, MIPOTPAMMHBIX W MPOTPaMMHO-AIapaTHBIX CPEIICTB
3amuThl UHG)OPMAIIUK, OPTAHHU3AIMIO PA0OT TIO BBISBICHHIO BO3MOXKHOCTECH W MPEIYNPEKICHUIO
yTeUYKd U CBOWMCTB 3amuiiaeMod UWHPOpMAlLMK, aTTeCTaluil0 OO0BEKTOB HH(OpPMATHU3AIMH
ocymectBisier [BAOY Ne 68.

Pdu3znyeckas 6e30MaCHOCTH



[IpuHsiThIE OpraHU3alMOHHBIE U TeXHUYECKHEe Mephl no 3amurte nomenieHuit I'bJIOY Ne 68,
CEpPBEPHOT0 W KOMMYTAIIMOHHOTO OOOpYyAOBaHUS, ABTOMAaTU3UPOBAHHBIX pPaOOUYMX MeCT
nosb3oBateseit napopmarmoHHeix cucteM ['BJIOY Ne 68 obecrnieunBaroT peann3anyio CJIeIyOINX
Mep 10!

pasrpanndeHuio goctyna paborHuko B momenieHuss ['BJIOY Ne 68 B cooTBeTCTBUU € UX
MOJIHOMOYHSIMH ¥ JIOJDKHOCTHBIMH 00SI3aHHOCTSIMH;

peructpanuu (akToB BXoAa PaOOTHUKOB B TMOMEIICHHMS B KOTOPBIX BeleTcsi oOpaboTka
MEePCOHANBHBIX TAHHBIX;

KOHTpoJIupyeMoMy TpeObiBanuio moctopoHHux jauil B I'BJIOY Ne 68 B momemienus, B
KOTOPBIX BeJETCS 00paboTKa MH(pOpPMAIMH OTPAaHUYCHHOTO JOCTYNa W pPa3MEIICHBI alnapaTHbIC
cpencTBa HHPOPMAIIMOHHON CHCTEMBI,

OpraHu3aIuU PEeKUMa KOHTPOIUPYEMOT'0 BHOCA/BBIHOCA CPEJICTB 00pabOTKH MH(POPMAITUH.

[Tomemenuss I'BJJOY Ne 68 nomxHbl OBITH O0OpPYIOBaHBI JCTEKTOPAMU OTHS M JbIMA,
OTHETYIIMTENIIMH, CHCTEMaMU KOHIUIIMOHUPOBAHMS BO31yXa, CPEACTBAMHU OXPaHHO-TIOKAPHOM
CUTHAJU3aIUH.

OcHoBHOE cepBepHOe W KoMmMMmyTarmoHHoe obOopynoBanue ['BJIOY Ne 68 momkHO OBITH
3alIUIIEHO OT Tepe0oeB B IMMOAaye JJIEKTPOIHEPTHH IyTeM MOJKIIOUEHUS K DJIEKTPOCETH C
MPUMEHEHUEM HCTOYHUKOB Oecrepe0OMHOro MHUTaHUS W PE3EPBHOTO  IU3ENIb-TeHepaTopa.
Hctounuku OecniepeOOMHOrO MUTAaHUS HEOOXOJUMO pPETYISIPHO TECTUPOBATh M TMPOBEPSTH
ynojHOMOuYeHHbIM  pabotHukaM ['BJIOY Ne 68 B COOTBETCTBHM C PEKOMEHIAIMSIMHU
MIPOU3BOIUTES.

[lopraTuBHBIE TEXHHWYECKHE CpEACTBA HE JOJDKHBI  OCTaBaThCs 3a  MpejesiaMu
koHTpoaupyeMoii 30Hb I'BJIOY Ne 68 6e3 koHTposis co ctopoHsl paboTHuKoB I'BJIOY Ne 68.

Bbe3onacHocTh Ha paGoyem MecTe

3anpeiiaerca BECTH 3alKCh MapoJiel B OTKPBHITOM BHUAE HAa MaTepUaIbHBIX HOCUTEIS,
3a UCKJIIOYEHUEM CITy4aeB, PETJIaMeHTUPOBAHHBIX METOJIOB XPAaHEHHUS.

JIOKyMEHTBl ¥ HOCUTENIU C HHPOpPMAIHEeH OTrpaHMYEHHOTO TOCTYyNa IOJKHBI YOWUpaThbCs
B oOleuaThiBaeMble MecTa (ceddpl, mkadsl © T.OI.), TpH yXoae ¢ pabodero Mecra.
Ha aBromaTusupoBanHoMm pabodem mecte [lonb3oBarens pabouasi ceccusi T0JKHA OBITH MpEpBaHa,
paboumii cTonm 3abmokupoBaH. Bxox mosb30BaTENs B CUCTEMY HE JOJDKEH BBITOTHITHCS
ABTOMATUYECKH.

JlokymMeHTBI, conepxampe WH(QOPMAUI0 OTrPaHWMYEHHOTO JOCTyMa, JOJDKHBI —Cpasy
M3BIMAThCS M3 TeYATAIONMUX YCTPOWUCTB. Jlms yTunmzanuu KOH(HUIEHIIMATBHBIX JTOKYMEHTOB,
JOJKHBI  MCTIONB30BAThCSl YHUUTOXKUTETM JIOKYMEHTOB He HIKe 4 YypOBHS IO CTaHAApPTY
0€30MacHOCTH, MPUMEHIEMOMY K YHUYTOKHUTEISIM JOKYMEHTOB.

[Ipy wucmonb30BaHUM MOOWIBHBIX TEXHHYECKHUX CPEICTB HEOOXOAMMO  COOII0aaTh
JIOTIOTHUTEIBHBIE MEphI M0 PETJIaMEHTAIMd U KOHTPOJIIO HWCIOJIL30BaHUS B HH(DOPMAIIMOHHON
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraButeneid IOPUAWYECKUX JHUI] B pPaMKaX HCIOJHEHHS JOTOBOPHBIX
00s13aTEeTLCTB B TIOMEIICHUSX B KOTOPBIX BelIeTcs 00paboTka WHMOpMAIMU OTrpaHUuYCHHOTO
noctyna MHGOPMAIIMOHHONH CHCTEMBI, BOBMOXKHO TOJBKO B compoBoxieHuH padotHuka I'BAOY
Ne 68 nomymenHoro 10 06paboTKK Takol MHGOPMAITHH.

Pasmenienne TeXHMYECKHX CpencTB BbIBoja uHpopmarmu B nomenieHusx ['BJJOY Ne 68
MPOU3BOJUTCS C YYETOM HCKIIOUYEHHS BO3MOXXKHOCTH BH3YyaJbHOTO MPOCMOTpa HH(MOpMaLUu
MMOCTOPOHHUMH JIUIIaMHU ¥ paOOTHUKAMH, HE JTOMYIIEHHBIM K paboTe ¢ JaHHOi HH()OpMAIIHEH.

TexHuyeckne CcpeacTBa JAOKHBI pa3MeIlaThCs M XPaHUThCS TakuM 00pa3oM, YTOOBI
COKpaTUTh BO3MOHBIA PUCK MOBPEKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

TexHuueckoe 00caykuBaHue 000pya10BaAHUSA

Texuauueckue cpenctea ['BAOY No 68 nomkHBl NPOXOAUTH HA PETYISIPHOM OCHOBE
CEPBHUCHOE 00CITY)KMBaHHE B COOTBETCTBUU C PEKOMEHAAIMSIMH IIPOU3BOAUTENCH 000pyI0BaHUS.

PeMoHT ® cepBHCHOE OOCITy)KMBaHHWE OOOPYIOBAaHUS JIODKHBI BBITIONHSATBCS TOJBKO
KBJIM(UIIMPOBAHHBIMHU CTICIIMATTUCTAMH.



Texnuyeckoe oOCTyXHBaHHE OOOpPYIOBaHHS CTOPOHHUMH OpraHU3alUsSMU HE JOJDKHO
NPUBOJIUTH K PUCKY HApYIIEHUS KOH(DUICHINATBHOCTH 3alUIaeMOi HH(OPMAITUH.

B3auMopeiicTBHe ¢ TPETHbUMH JIHIIAMU

B nensix o6ecnieuenus nndopmanuonHoii 6ezonacHoctu ['BJIOY Ne 68 mpu B3aumoaeicTBum
C TPETHbUMH JINLIAMU JIOJ>KHO BBIIIOJIHATH CJICIYFOLIUE MEPOIIPUATHS T10:

3aKJIIOYCHHUIO COTJIALICHWS O HepasrJallleHuH WHGOpPMAaIMd OTPAaHUYEHHOTO JIOCTyIa
MOJy4YEHHOU B XOJI€ UCTIOJTHEHHSI TOTOBOPHBIX 00513aTEIbCTB,;

OCYIIECTBJICHUIO KOHTPOJS 3a JACUCTBUAMM INPEJCTABUTENEH KOHTPAareHTOB B IIpelenax
KoHTpoaupyeMoi 30HbI ' BJIOY Ne 68.

YnpasiieHue jKM3HEHHBIM LUKJIOM HH(OPMALMOHHBIX CHCTEM

Meponpusatus B mpoliecce >KU3HEHHOro uukia uHpopmanuonusix cucteM ['BAOY Ne 68
JIOJDKHBI OBITH HAIpaBlieHBl Ha oOOeclieueHWe 3aluThl WHPOpPMAlWW IMPH BBOJAE B JCHCTBUE,
JKCIUTyaTalluu, COITPOBOKIECHNUN U MOIEPHU3ALIMH, BBIBOJA U3 SKCILTyaTal[1u.

OcHoBanueM Impu pa3paboTKe HHPOPMALMOHHBIX CHCTEM JOJDKHBI SIBISTHCS PEIICHUS
OpUHATBIE Ha cTaaud (GOpMUPOBaHUSA TpeOOBaHMIA, coJlepkaliye TpeOOBaHUS B TOM 4YHUCIIE
10 CHCTEME 3aIIUThl HH)OpMAITUH.

JIro6oe muaHupyemoe K BHEJIPEHHIO U3MEHEeHNEe NH(POPMALIMOHHONW CUCTEMBI ITPEIBAPUTENHEHO
JOJDKHO ~ OBITh ~ NPOAHAIM3MPOBAHO HA  COBMECTHUMOCTH W OTCYTCTBHE  HapyLICHUM
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPEJICTB 3aIUThl HH(POpMAIUH.

PabGotel mo MopaepHuzauuu HHGOPMALMOHHOM CHUCTEMBbI, B TOM 4YHUCJIE [0 YCTAaHOBKE
IIPOrpaMMHOTI0 0OecredeHrs: 1 OOHOBJICHUH, TOJIKHBI IIPOBOJUTHCS B Hepabouee BpeMs WK BpeMs
HauMEHbIIIeH paboueil Harpy3KHu.

[lpu BbIBOAE M3 HKCIUTyaTallMd MH(MOPMAIMOHHBIX CHCTEM JIOJDKHO 00ecreuyuBaThCs
rapaHTUPOBAaHHOE yJaneHue o0pabdaThiBaéMOil U XpaHUMOM B HUX MH(OPMALIUU C UCTIOIb30BAHUEM
CPEICTB TapaHTUPOBAHHOI'O YHUYTOKEHHsI MH(OpPMAIMMU UM IMyTeM (PU3UYECKOTO YHUUTOKEHHS
HOcHuTeNnel nHpopmaIum.

Bce mponenypsl obecriedenust 3amuThl nHGopMmanmu, ycraHosieHHble B ['BJJOY Ne 68
B OTHOLIEHHMH HWHQOPMAIMOHHBIX CHUCTEM, JOJDKHBI BBINONHATHCS U KOHTPOJIMPOBATHCA
OTBETCTBEHHBIMH JIMLIAMH 32 OpraHU3alMIo0 PadoT MO 3amuTe HHHOPMAITUH.

KonTtpoas nocryna k uHGopManuOHHbIM CHCTEMAaM

Bce pabotnuku I'BJAIOY Ne 68, nomymieHHble kK pabore ¢ MH(GOPMAIMOHHBIMU CUCTEMaMHU
HECyT TEepPCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HApYIIECHHS YCTAaHOBIEHHOTO MOpsAIKa 00paboTKu
nHpOpMAaIIUH.

YpoBeHb nosHOMOUNi Tosib3oBaTeNst B nHpopmanuonHoit cucreme ['BJIOY Ne 68 nomken
OTIPENIENATHCS B COOTBETCTBHUHU C €T0 JODKHOCTHBIMHU 00SI3aHHOCTSIMH.

Hoctyn monw3oBareneid k wuHbopmanuoHHbiM cuctemMaM ['BJIOY Ne 68 nomken
KOHTPOJHMPOBATHCS aIMUHUCTPATOPOM MH(OPMAITHOHHON CUCTEMBI.

OcylecTBI€eHHE PETYISIPHOIO KOHTPOJIS BBITOJIHEHUSI OPraHU3ALMOHHO-PACTIOPSAIUTENBHBIX
JOKYMEHTOB, KacalolIMXCsl perjaMeHTauuu jomycka paboraukoB ['BJIOY Ne 68 «
MH(OPMaLIMOHHBIM CHCTEMAM.

NpenTuduxanusa v ayreHTUPUKALMS

Joctyn momnb3oBaTenield K MHPOPMAIMOHHBIM CHCTEMaM JOJIKEH MPEJOCTaBISATHCS TOJBKO
1I0CJIE YCIIEIIHOTO 3aBEepIICHUS HIeHTH(DUKAMY, ayTeHTH()HUKALINN.

[lonyueHue mnonbp30BaTeieM HUMEHHM B HHPOPMAIMOHHOM cHCTEME U Mapoiisi, KOTOpPbHIE
00eCcTIeunBaloT TOCTYI K MHPOPMAIIMOHHOHN CUCTEME, JOKHO OCYIECTBIISATHCS 10 TPEACTABICHHUIO
PYKOBOJUTENS CTPYKTYPHOI'O MOAPA3ACICHHUS.

YnpasJieHue 10CTYIOM

B I'BJIOY Ne 68 momKHO OCYIIECTBISITBCS YIPaBICHUE OCTYIIOM K HH(POPMAIMOHHON
CUCTEME IOCPEICTBOM peajn3aliid HEOOXOIHWMBIX METOJOB, THIOB U MpaBWJI pPa3rpaHUUYCHUS
nocTyna moib3oBatensiM uHpopmanmnonHoi cuctemsl ['BJIOY Ne 68. B tom uucne obecriedeHn
3alUIIECHHBIN YIAJICHHBIA JTOCTYIl CYOBEKTOB JOCTYyMa K OOBEKTaM JOCTyIla 4Yepe3 BHEIIHHE
UHGOPMAIIMOHHO-TETIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTh npu paéore ¢ HOCHUTEJIAMHU HHPOPMALMHT



Pa6otauku I'BJIOY Ne 68 mopDKHBI MCTHOJB30BaTh TOJIBKO YYTEHHBIE ChEMHBIC MAIIMHHBIC
HOCUTENU WHGPOPMALMU JUIS BBIOJHEHUS CBOMX JOJDKHOCTHBIX O0si3aHHOCTEH. Mcmosp3oBaHue
ChEMHBIX MaIIMHHBIX HOcuTenel napopmaruu B 'BJIOY Ne 68 B MHBIX LIETSAX CTPOTO 3ampeiieHo.

CpemMHbIe MalTMHHBIE HOCUTENN HH(OPMAIUK JOJDKHBI XPAaHUTCS B ONEYaThIBAEMBbIX IMIKadax,
B IIOMEIIEHUSIX B KOTOPBIX IPEeyCMOTpeHa 00paboTka nH(OpMAIIUK OTPAHUYEHHOTO TOCTYIIA.

B ciyuae kpaxu win mOTepu ChbeMHOT0 MAITMHHOTO HOCHTENS MHPOPMAIINH, & TAK)KE MHBIX
UHIIICHTOB, KOTOPblEe MOTYT NPUBECTH K HAPYIIEHUIO CBOWCTB HMH(OPMAIMU OTPaHUYCHHOTO
JI0CTYMA, JOJHKHBI IIPOBOJUTHCS MEPOIPUSTHS 110 PACCIIEIOBAHUIO TAKUX MHIU/ICHTOB.

[Tpu BBIBOJE M3 IKCIUTyaTallMd ChEMHOIO MAIIMHHOTO HOCHUTENS MH(OpMAIUK, Bce JaHHbIE,
XpaHsIIMEecss HAa HEM, JOJDKHBI OBITh YAaJeHBbl ONMpPENeIeHHOW KOMHUCCHEW M3 4Hcia pabOTHUKOB,
CPEIICTBOM FapaHTUPOBAHHOTO YHUUTOXKEHHS HHPOPMAIIH.

@aKkT yHUYTOXKEHHUs HWHPOpPMAMM HAa CHEMHOM MAIIMHHOM HOCHTENEe HH(OpMAIUH
¢ukcupyercs B akTe 00 YHUYTOXKEHHUM HHPOPMAIMM CO CHEMHOIO MAIIMHHOTO HOCHUTEINS
uHpOpMaLUy.

Peruncrpanus coobITnii

B T'BAOY No 68 nomkHa OCYIIECTBISTHCS PETUCTPALMH COOBITUN ©O€30MacHOCTH
Ha Bcex KoMMoHeHTax HH(popmauuoHHbIx cucteM I'BJIOY Ne 68, B koTopbIx oOpabaTbiBaeTcs
3amumIaeMas HHpopMarIms.

AHTHBHPYCHas 3AIUTA

B nensx obHapyxeHus U ycTpaHeHusi BpeAoHOCHBIX nporpamMMm B ['BJIOY Ne 68 momxHbI
HCIOJIb30BATHCS CPEICTBA AHTUBUPYCHOM 3alIUTHl HHPOPMALIUY.

O0s13aTeIbHOMY KOHTPOJIO CPEACTBOM AHTUBUPYCHOW 3alllUThl HMH(OpMAnuu JOJHKHA
nojuiexkath Jobas uH(opManus (TekcToBble (aiinabl M0O0bIX (opMaToB, Gailibl JaHHBIX,
ucrnonHseMble (aiibl), mojgyyaemMas M IepeJaBaeMas 10 JIOKAJIbHOM BBIYMCIUTEIBHON CeTH
B TOM YHCJIE U CETSIM OOILero Mojb30BaHUS, a Takxke HMH(pOpMAIMs, XpaHUMas Ha ChEMHBIX
MalIMHHBIX HOCUTEISAX HHPOpPMAIUH.

[lpy ycTaHOBKE MpPOrpaMMHOrO oOecrnedyeHus: MM ero OOHOBIEHHS Ha CEBEpHOE
o0opy/noBaHue JODKHA aBTOMATHMUYECKHM BBINOJIHATHCS TMpeIBapUTENbHAs MPOBEpPKA JaHHOIO
MIPOrpaMMHOT0 00€eCTieYeHHsl Ha OTCYTCTBHE BPEIOHOCHOTO IIPOTPAMMHOI0 00ECTIEYECHHSI.

OO6HoBneHue 0a3 cUrHaTyp Il CPEICTBAa AHTUBHPYCHOM 3alIUTHl MHPOPMAIUU JOJKHBI
OOHOBIIATHCS €KETHEBHO.

ITonp3oBaTenn 6e3 pas aJIMUHHCTpaTOpa nH(GOPMaLlMOHHOU CHUCTEMBI
I'BJIOY Ne 68 He HMOMKHBI HMMETh BO3MOYKHOCTH TIIOJIYYE€HHUS JOCTyNna K KOH(HUrypamuu
AHTUBUPYCHOT'O CPEJICTBA 3ALUTHI WIH €r0 OTKIIOYESHHUS.

KoHTposb 3a1H1eHHOCTH ePCOHAILHBIX JAHHbIX

B menax uckiIiOueHHs SKCIUTyaTallud yA3BUMOCTEH MPOrpaMMHOrO OO€CTICYEHMsS JOJIKHBI
NPOBOIUTCS pabOThl MO BBIABICHHUIO, AaHANU3y YSI3BUMOCTEH HH(GOPMAIIMOHHON CHCTEMBI
U OIepaTHMBHOE YCTPAaHEHHWE BHOBBH BBIABICHHBIX YsA3BUMOcTeH. B ToM umcne opranuzanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHHMS MPOTPAMMHOTO OOECIIEYeHUsI BKIJIIOYAs CpPEJCTB 3aIlUTHI
nH(popMmanuu.

Hcnonb3oBanne NporpaMMHOro odecrne4eHust

Bre16op mporpamMmmHoro obecrniedenus st npous3BoaAcTBeHHBIX HYX A ['BJIOY Ne 68 momken
IIPOU3BOAUTBCS B IPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOrO B ENMHBIA peecTp POCCHUCKUX
OporpaMM JUisl 3JEKTPOHHBIX BBIYUCIUTEIBHBIX MallMH U 0a3 JaHHBIX. B ciiydae OTCYTCTBUS
aHasiora B EnMHOM peecTpe pOCCHMCKHX NMPOrpamMM JUIsl AIEKTPOHHBIX BBIUMCIMTEIbHBIX MalluH
U 0a3 JaHHBIX JOMYCKAaeTCs HCIOJb30BaTh MPOrPaMMHOTO oOOecreueHue HUMIIOPTHOTO
IIPOM3BO/ICTBA.

HUcnonb3oBanue cpeacTB KpUNTOrpaguyeckou 3amuThl HHGOpMAUKT

Obecrieuenne 3amuThl HHOOPMAIMH OTPAHMUEHHOTO JOCTYIA OT PACKPBITHS, MOIUPHUKAIINN
U HaBs3bIBaHUA (BBOJA JOXHOW HH(pOpManuu) mpu ee mepedade (MOATOTOBKE K TMepenaye)
[0 KaHajlaM CBSI3M, HMMEIOLIUMM BBIXOJ 3a MpeAesbl KOHTPOJUPYEMOW 30HBI oOecredyuBaeTcs
MPUMEHEHHEM CPEJCTB KPUNTOrpaduuecKoi 3amuThl HHGHOPMALIUH.



[TpuoOpeTenue cpeacts kpunrtorpaduyeckord 3ammtel uHopmaruu [BAOY Ne 68
OCYIIIECTBIISIETCS HA OCHOBAaHUU JOTOBOPOB U KOHTPAKTOB C JHUIAMH MMEIOLIUMH JIEHCTBYIOIIYIO
munensuto @Cb Poccum Ha ocymiecTBieHue AESTENBHOCTH IO pa3paboTKe, MPOU3BOJCTBY,
pacnpocTpaHeHu0 MH(POBATBHBIX (KpUOTOrpadUuecKrux) CpPeAcTB, WHPOPMAIMOHHBIX CHCTEM
U TEIEKOMMYHHUKAIMOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJb30BaHWEM IU(GPOBATLHBIX
(xpunTorpa)M4ecKUx) CpPelCTB, BBHIOJHEHHIO pabOT, OKAa3aHUIO yCIyr B oOnacTu mudpoBaHUS
nH(pOpMaANIUK, TEXHUYECKOMY OOCIYy)KMBAaHUIO MH(PPOBaIbHBIX (KpUNTOTpapUUECKUX) CPEICTB,
MH(POPMAIIMOHHBIX CUCTEM U TEIIEKOMMYHHMKAIIMOHHBIX CHUCTEM, 3alIMIIEHHBIX C UCIIOJIb30BaHUEM
mUppoBaIbHBIX (KpUNTOrpadUyecKux) CpPeACTB (3a HCKIIOUEHUEM CIydasl, €Clid TEeXHHUYECKOoe
oOciy)xuBaHue IMHU(POBATBHBIX (KpUOTOrpaUUIEeCKUX) CpPEACTB, HHOOPMAIMOHHBIX CHCTEM
U TEIEKOMMYHHUKAIMOHHBIX CHCTEM, 3alMIICHHBIX C HCIOJIb30BaHUEM IMIU(POBAIBHBIX
(kpunTorpa)M4eCKUX) CpPEACTB, OCYIIECTBISACTCS JUIs OOECTeYeHHsT COOCTBEHHBIX HYX[
IOPUANYECKOTO JIMIA WIH UHANBUAYAIBHOTO MIPEINPUHUMATETIS).

B umensx opraHumzanuu M oOecriedyeHMM Ieperayd HMHQPOpMaluu IO KaHajaM CBSI3U
C HCIIOJIb30BAHMEM CPEICTB KPUOTOrpaduyecKoil 3amuThl MHPOPMAIUH, @ TaKXKe BBIIOTHEHUS
muneH3noHHbIX TpeboBanmii ®CBb Poccum B I'BJIOY Ne 68 nmomkeH OBITH cO3MaH OpraH
KpUNTOrpapuuecKou 3aluThl.

[Topranbubie pemenus ['BJIOY Ne 68 ¢ BO3MOXHOCTBIO JIOCTyna € ceTedl oOuiero
MOJIb30BaHUS JOJDKHBI B NPHOPUTETE Pa3pabaThiBaThCs C OpraHM3allMel 3alMIIeHHOro KaHaja
rocpencTBoM npoTokona TLS ¢ moxnepxkoii anropurmoB 'OCT 34.10.

Hcnosib3oBanue 3J1€KTPOHHOM MOYTHI

DIIeKTpOHHAs MoYTa JohkHa ucnoyib3oBaThest B ' BJJOY Ne 68 ¢ nenbro opranuzanmu oomMeHa
JIEKTPOHHBIMU ~ COOOLICHUSIMU ~ MEXAYy pPaOOTHUKAaMH U CcyObeKTaMM HMH(POPMALMOHHOM
0€30MacHOCTH.

[Tpu McToIb30BaHUM HJIEKTPOHHOMN MOYTHI 3aMpemiacTcs:

oOMeH nH(popmanuen 1 c1ykeO0HOro MOJIb30BaHus, a TaKke HHpopMmalel OrpaHu4eHHOTO
JIOCTYTIA;

MPEIOCTABJIEHNE JIOCTYIA K 3JIEKTPOHHOM MMOYTe C MCIOJNb30BAHUEM JaHHBIX CBOEH y4eTHOM
3aMucH TPETHUM JIHIIAM;

nyOIMKaIUs CBOETO CIY)XKeOHOTo ajpeca AJIEKTPOHHON IMOYTHI B AJIEKTPOHHBIX KaTalorax,
Ha TOMCKOBBIX MAaIllMHaX M JAPYrUX pecypcax cetu HHTepHET B IensX, HE CBA3aHHBIX C
HCIIOJIHEHUEM CBOUX JIOJKHOCTHBIX 00S13aHHOCTEI;

MOJIKCKA 0 AJIEKTPOHHOHN MOYTE Ha PAa3JIMYHbIE PEKJIIAMHBIE MaTE€pUaIbl, JUCTHl PACCHUIKH,
JNEKTPOHHBIE XYpPHAbl M T.[., HE CBSI3aHHBIE C BBIIOJHEHUEM IOJIB30BATEIEM JTOJIKHOCTHBIX
00s3aHHOCTEM;

OTKpBITHE (3allyCK Ha BBIMOJHEHHE) (ailioB, TOJYYEHHBIX 110 DJICKTPOHHOM IOYTe
wim u3 pecypcoB cetn HHrepHer, 0e3 mpeaBapuUTENbHOW TNPOBEPKU WX aAHTUBHUPYCHBIM
MIPOrpPaMMHBIM O0€CTIeUeHHEM.

Padora B ceTsix 00111€r0 1M0JIb30BaAHUA

I'BAOY Ne 68 ocraBmsieTr 3a co0o0il mpaBo OJOKMUPOBATH WM OTPAHMYMBATH JIOCTYII
paboOTHHKAaM K CETSAM CBS3M OOIIEro TOJIb30BaHUs, B TOM 4ucie ceTh MHTepHeT, coaepikaHue
KOTOpPBIX HE HKMEEeT OTHOIICHHS K WCIOJHEHHUIO [OJDKHOCTHBIX O0O0s3aHHOCTEH, a Takke K
WHPOPMAIIMOHHBIM ~ pecypcaM, COJACp)KaHHE W HANpaBICHHOCTh  KOTOPBIX  3alpeIICHBI
3aKOHOJIaTesIbcTBOM Poccuiickoit denepariuu.

HNudopmanus o mocemraembix padotHukamu ['BJIOY Ne 68 mHpOpPMAIMOHHBIX PECypcoB
MPOTOKONMUPYETCS A TMOCIEAYIOUIero aHanmu3a M, IpH HEOOXOIUMOCTH, MOXKET ObITh
npenctasieHa pykoBogutento I'B/IOY Ne 68 nnst koHTpOIIS.

[Tpu ucnonb3oBanuu cetH MIHTEpHET 3ampenieHo:

ucnoib3oBaTh npegocrasiaeHHbId [ BJIOY Ne 68 noctyn B cetb IHTEpHET B IMUHBIX LENSIX;

UCIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MPOTPaMMHbBIE U MPOTpaMMHO-aNNapaTHbIE CPEICTBA,
MO3BOJISIOIINE TIOTYYUTh HECAHKITMOHUPOBAHHBIN TOCTYII K ceTn VHTEepHeT;

nyOIMKOBaTh, 3arpyXaThb M PacIpOCTPaHATh MaTepHallbl COAEpXKalllhie HEJOCTOBEPHYIO
nnpopmanuto o ['BJIOY Ne 68, a takxke danscuduimponaTh cBoii [P-ampec.



Pe3epBHOe KONMPOBaHHE U BOCCTAHOBJIEHNE JAHHBIX

OcyliecTBiIeHHE PE3EPBHOTO KOMUPOBAHUS JIOIDKHO OCYIIECTBIISITHCS JIJ151:

uHdopmanuu  oOpabaTbiBaeMold Ha (alJIOBOM CepBEpe W CepBepe MPHIOKEHUH,
MH(POPMAIIMOHHOMN CUCTEMBI,

pabo4nx MECT aIMUHUCTPATOPOB MHPOPMAIIIOHHON CHUCTEMBI.

YacTtoTa W peXUM pPE3EPBHOTO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOOBI
o0ecneynTh MUHUMAJIbHYIO TOTEPIO JAaHHBIX U OMIEPAaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOTO KONMMPOBAaHUS M BOCCTAHOBJICHUS PECYPCOB HMH(OPMAIIMOHHBIX
cucteMm 'B/IOY Ne 68 nosmkHbI IpoBOAUTH yHoaHoMo4YeHHbIE paboTHUKH ['B/IOY Ne 68.

PesepBHoe  KkOomupoBaHWE JOJKHO  OCYIIECTBIATHCS B ABTOMAaTHUYECKOM  pPEKUME
C TMPUMEHEHHEM OTEYEeCTBEHHOTO CIIEHUATN3UPOBAHHOTO CPEACTBA PE3EPBHOIO KOMHPOBAHUS
C JCUCTBYIONIMM CEpTU(UKATOM COOTBETCTBUSI IO TPeOOBaHHUSAM O€30MacHOCTH WH(POPMAIIUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IIPOLUECCAM YIIPABJIEHUSI
NHOPOPMAINMOHHOMU BE30OITACHOCTBIO

MoHuTopuHr HH(pOPMALMOHHOM 0€30I1aCHOCTH

Ha nmoctosiHHON OCHOBE OJIKEH MPOBOJMTHCS KOMIUIEKCHBIM aHaiau3 ()yHKIMOHHPOBAHUS
naopmanuonnoit cuctembl ['BJIOY No 68 u Bo3HMKammMX COOBITUH WH(POPMALIMOHHOMN
0€30I1aCHOCTH.

[Ipouecc MOHMTOpHWHTA CHCTEMBI oOecneueHHss MH(POPMAIMOHHONW OE€30MacHOCTH TOJIKEH
BKJIIOYAaTh B c€0sl KOHTPOJIb OPraHU3alMOHHBIX M TEXHHYECKUX Mep IO 3alure HH(pOopManuy,
aHaJIM3 TapaMeTpOB KOHPHUTypaIuy U HACTPOUKH CPEJICTB 3aIUTHl HH(POpMAITUH.

[Ipu mpoBeeHUM KOHTPOJIBHBIX MEpPONPUSATHH, CBS3aHHBIX C OLEHKOW pealu3alud Mep
o 3amure uHpopmanuu B 'BJIOY Ne 68, ynonmHomodeHHbIE paOOTHUKH JOJIKHBI TPUIEPKUBATHCS
CJICYIOIIMX IPUHIIUTIOB!

He HapymaTh ¢pyHkironuposanue aestensHoctd ['BAOY Ne 68;

JIeiCTBOBaTh B COOTBETCTBHM C YTBEP)KICHHBIMH OpPraHU3allMOHHO-PACIOPSIUTETbHBIMU
nokymentamu ['bJIOY Ne 68 mo 3amure nHbDOpMAaIyH;

HE CKpBIBAaTh (PaKThl BBISBICHHBIX COOBITHI HH(OPMAIIMIOHHON 6€3011aCHOCTH;

0(OPMIISTH OTUYETHI, TOITBEPIKIAOIIIE BEITIOJIHEHUE MEPONIPUSTHI 110 3aIIUTe HH(POPMAIIHH.

Nudopmanus, mnodxydeHHass B XOA€ MPOBEACHUS KOHTPOIMPYIOUIMX  MEpPONPHUITHH
O JEUCTBUSX, COOBITUAX M IapaMeTpax, MMEIOIIMX OTHOUIEHHWE K pealu3alMd Mep IO 3aluTe
uHpOpMaIMHY, JO0KHA KOHCOIMIUPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOYAIOUIMX IOJy4eHHE
K Hell HECAaHKIIMOHUPOBAHHOTO IOCTYTIA.

MOHUTOPHHT JIaHHBIX O 3apPETHCTPHPOBAHHBIX COOBITHAX MH()OPMALMOHHONW 0€30MacHOCTH
JIOJDKEH TPOBOJUTHCS, IO BO3MOXKHOCTH, C UCIOJIB30BAHUEM CHCTEMbl MOHUTOPHHIA MHIUAECHTOB
MH(POPMAIIMOHHON 0€30MacHOCTH WM BCTPOCHHBIX MEXaHHU3MOB HACTPOMKM W ayJquTa COOBITHIA
B NPOTrPaMMHBIX U NPOTrPaMMHO-ANNAPaTHBIX CPEACTBAX, HCIOIb3YeMbIX B HH(POPMALMOHHOM
undppactpykrype ['BJJOY Ne 68.

YunpasieHue puckamu

OnpeneneHre BHYTPECHHUX TPEOOBaHM TO 3amuTe WH(OPMAIUH, JTOJDKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEICHUS aHalIM3a PHUCKOB HAapyLIEHHs OCHOBHBIX CBOMCTB 0€30IacHOCTH
utst uHGopmanroHHBIX pecypcoB I'BIOY Ne 68.

OCHOBOI1 OLIEHKH PUCKOB JIOJIKHA OBITh OLICHKA YCIOBUI U (PaKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHON HAPYIICHHUS LIETOCTHOCTH, KOH(UACHINAIBHOCTH U JOCTYITHOCTH /7151 MH(POPMAIIMOHHBIX
pecypcoB I'BJIOY Ne 68.

PesynbraToM mpoBeseHUsT aHAM3a PHCKOB JIOJDKEH OBITh pa3paOOTaHHBIM KOMIUIEKC Mep,
HaNpaBJIEHHbIX Ha CHWKEHHE BO3MOXKHOI'O HETaTMBHOT'O BIUSHHUS HAa OCHOBHYIO J€STEILHOCTh
I'BAOY Ne 68 mnpu peamuzauuu TOM WJIM HHOM yrpo3sl 0e30macHOCTH HMH(OpPMALUU U
o0ecrieuynBalOUX B JajbHEHIIEM JOCTaTOYHBIH YPOBEHb 3ALIUIIEHHOCTH HH(POPMALMOHHBIX
cucteM ['BZIOY Ne 68.

YnpapieHue HHIHACHTAMA HHPOPMALNOHHOI 0€301IaCHOCTH



s obecnieueHust 3pPeKTUBHOTO paszpelieHus: HHIMISHTOB HHPOPMAIIMOHHON 0€301acHOCTH
B I'BJIOY Ne 68, MuHUMU3aLMM TOTEPh M YMEHBUIEHHS PUCKA BO3HUKHOBEHMS ITOBTOPHBIX
UHIMICHTOB  JIOJDKHO  OCYUIECTBIIATHCS ~ yIpaBiICHHE  HMHUUACHTAMH  HMH()OPMAIMOHHOM
0€30IMacCHOCTH.

Jns ynpaBieHuss MHUOUACHTaMH HH(DOpPMAIMOHHONW 0e30MacHOCTH JOJKHA OBITh CO3/1aHa
ciry’k0a MOHHTOPUHTA W PEarupoOBaHUs HA WHIMACHTH MH()OPMAIIMOHHONW 0E€30MacHOCTH, KOTOpas
MOCPEACTBOM KOMILJIEKCA CPEACTB M MEpONpUATUH g cOopa M KOHCONMMIAUMH HHGOpMaluu
00 WHIMICHTaX pellaeT JaHHYI0 3a/Jady. B OTHOIIEHWH Ka)XIOro MPOMU3OIISIIICTO WHIUACHTA
paboTHUKAMU M3 CIyKObl MOHHTOPMHTAa W pPEarupoBaHUS HA HMHIMICHTH HH()OPMAIIMOHHOM
0C30MaCHOCTH JIOJDKCH BBITIOJNHATHCS €T0 aHalu3, U pa3paboTka 3PPEKTUBHBIX MEp PearupoOBaHUS
Ha JaHHBIM UHIIUJICHT.

AyauT cucTeMbl obecneyeHus1 HH(POPMALMOHHOM 0€30IaCHOCTH

B mensx omeHku Tekyimiero ypoBHs uHbopMmanuonHoi 6Oe3omacHoct ['BJIOY Ne 68 Ha
PETYIISIPHOM OCHOBE JOJIKEH IMPOBOIUTHCS ayaUT HH(DOPMAIIMOHHOM 0€30MMaCHOCTH.

BHyTpennue aynutbl JOKHBI BBIMONHATHECA paboTHukamu ['BJIOY Ne 68. B uuncno 3anauy,
peliaeMbIX MpU MPOBEICHUH BHYTPEHHUX ayIUTOB MH(GOPMAITMOHHON 0€3011aCHOCTH, BXOIAT:

cOOp W aHaNMM3 MCXOJHBIX JAaHHBIX 00 OPraHM3alMOHHOW W (YHKIMOHAIBHON CTPYKType
MH(POPMAIIMOHHBIX CUCTEM, HEOOXOAMUMBIX ISl OLICHKU COCTOSIHUSI CUCTEMBI 3aIlIUThl HH(POPMAIIHH,

aHaJu3 YTBEPKICHHBIX OPraHU3AIMOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTOB IO 3alIUTe
nH(pOpMallUY HA TPEAMET UX MOITHOTHI U 3P (HEKTUBHOCTH, a Takke (HOpMUpPOBAHHE PEKOMEHIAIINMA
0 UX A0pabOTKe WK Pa3pabOTKU HOBBIX;

o0ocHOBaHME (UHAHCOBOM A((PEKTUBHOCTH BHOBb NPHUOOPETAEMBIX CPEACTB 3alUTHI
uH(popManuy,

MPOBEpKa TPABWIBHOCTA BHIOOpA MW HACTPOWMKM CPEACTB 3allUThl HHGOpMAIUH,
(hopMupoOBaHHE MPEATOKEHUN IO UCTIOIH30BAHUIO UMEIOIIMXCS CPECTB 3aIUTHl HHPOPMAITUU IS
TIOBBIIICHHS YPOBHS HAIEKHOCTH B Oe3omacHocTr nHpopmannonHeix cucteM ['BJIOY Ne 68;

aHAIM3 OTYETOB M0 MPOU3OILISANIMM HHIUJAEHTaM HWH(OpMAlMOHHONH Oe30macHOCTH
Y TIPUHATHIM MEPaM TI0 UX Pa3pEIICHHIO.

IHoBbIIeHNE 0CBEIOMICEHHOCTH PA0OTHUKOB

B pamkax opraHM3anuu KOMIUIEKCHOTO TIPOTHMBOJEHCTBUSI  yrpo3aM  0Oe30MacHOCTH
uHpopmanuu, ucxogsmmm ot pabotHukoB ['BJIOY Ne 68 pomkHa MOCTOSHHO TOBBIIIATHCS
MX OCBEJJOMJIEHHOCTH B 00JIaCTH 3aIIUThl HH(OPMALIUH.

[MoBeimenne ocBegomiaeHHOCTH paboTHUKOB [ BJIOY Ne 68 ocymiecTBisiercs:

no cymectByromumM B '6JJOY Ne 68 opranuzanmoHHO-paciopsAuTEIbHbIM TOKYMEHTaM;

no npumensieMbiM B [ BZIOY Ne 68 mepam 3amutsl nHpopmanmy,

0 MPaBUJIBHOMY HCIIOJIb30BaHUIO CPECTB 3aIIUThHI HH(OPMALIUH.

7  3AKJJIIOYEHHUE

[Ipy w3MeHEHWM IEUCTBYIOIMIETO 3aKOHOAAaTeNbcTBA Poccuiickoit denepanuu B 007acTH
3alUThl HH(QOPMAIUK, a TaK)Ke OpraHU3alMOHHO-pACTIOpSANTENbHBIX JoKyMeHTOB 'B/IOY Ne 68
HacTosimas [lonmuTuka M WU3MEHEHMs] K HEW NPUMEHSIIOTCA B 4acTH, HE NMPOTUBOpEYAIleil BHOBb
NPUHSATHIM 3aKOHOJATEIbHBIM M WHBIM HOPMATUBHBIM aKTaM, a Tak)K€ BHYTPEHHHM JOKyMEHTaM
I'BAOY Ne 68.

Bce TpeOoBaHMs, YCTAaHOBIIGHHBIE JCHCTBYIONIMM 3aKOHOAATENHLCTBOM  Poccuiickoii
®denepaliviv, MNOJ3aKOHHBIMM aKTaMHU M JIOTOBOPHBIMHU OTHOIIECHUSIMH, a Takxke moaxon ['BJJOY Ne
68 kK 0O0ecreueHNI0 COOTBETCTBHS 3TUM TPEOOBAHUSAM JTOJKHBI OBITH SIBHBIM 00pa30M OTPE/ICIICHEI,
JOKYMEHTUPOBAHBI U NOAJIEPKUBATHCA B AKTYAIbBHOM COCTOSIHUU.

I'BAOY Ne 68 B mNpUOPUTETHOM HAMpaBICHUU JOHKEH PACcCMaTPUBATHCS TEPEXO]
a IpOrpaMMHOTO 00ecreYeHre OTEYECTBEHHOTO MPOU3BOIUTENS, BKIIOUEHHOTO B €IUHBIA pEecTp
POCCUNCKHX MPOTPaMM JIJIsl SJIEKTPOHHBIX BBIYUCIUTEIBHBIX MAIIUH U 0a3 JaHHBIX. B ToMm umcie
[0 YacTH CEpPBEPHOr0, KOMMYTAlIMOHHOTO OOOPYAOBAaHHUA U MPOTrPAMMHO-ANMApaTHBIX CPENICTB
BKJIFOYEHHBIX B EQMHBINA peecTp pOCCUNCKON PaIMO3IEKTPOHHONU MPOLYKIIAH.



[lepecmoTp u BHeceHHe U3MEHEHMH B HacTosmytlo [loNMTHKY —OCYIIECTBIAIOTCA
Ha IEPUOANYECKON U BHETIJIAHOBOM OCHOBE.
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U TEJCKOMMYHHMKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJb30BaHUEM IMU(PPOBAIBHBIX
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12 TOCT P 50.1.056-2005 «Texumueckas 3ammura uHpopManuu. OCHOBHBIC TEPMHUHBI
U OTIPE/ICTICHUS.
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